Using SHA-512 Algorithm for Digital Signatures

SHA-2 hash function — Our software may sign PDF documents using SHA-256, SHA-512
hash algorithm and RSA 2048 or higher key length according to ETSI TS 102 176-1 V2.0.0
(“ALGO Paper”).

= g'&']v E“j 1 /1 @& @® 103% + | =t ]  Find

\@ Signed and all signatures are valid.

Signature Properties

\@ Signature is VALID, signed by Test Cert <test@test.com>.

| Summarj.f| Document |5|gr1er I Date/Tirne I Legal |

'—f?}" The Document has not been modified since this signature was applied.

Hash Algorithm: |SHAS12

Document Versioning

Document revision 1 of 1 View Signed Version...

'—’@@ This revision of the document has not been altered
i

For integrity purposes, you should always verify what was signed by viewing the
signed version of the document. This is not necessary when you are viewing the
final versicn of a document.

Using SHA-512 algorithm with PDF Signer

1. Go to Y%appdata%/Secure Soft/ PDF Signer/<product version>/
2. Edit the file config.xml

3. Locate the section <UseSHA2AIlgorithms>

4. Change the False value to True

5. Save the file and start PDF Signer
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Using SHA-512 algorithm with PDF Signer Server

1. Start the PDF Signer Server

2. Go to Signers tab

3. Check the checkbox Use SHA512 algorithm

4. Save the server configuration using Save configuration button

Options

| Folders | Paosition | Lucalizatinni Signing | Timestamping | Log | Email |_

Signing Options

Signing certificate: |TE.-st Cerfficate v] lEJ

(191 Us= SHA512 slgorthm )

[] C5P PIN:
[T] Check for new documents {seconds);
[] Do net sign documert f already signed

[] Certify document

Test | | Save corfiguration

Using SHA-512 algorithm with PDFSignDLL

To use SHA-2 algorithms (SHA-256, SHA-384, SHA-512) with PDFSignDLL, add this line of
code before sign the PDF.

C#:

PDFSign.SignatureHashAlgorithm HashAlgorithm.SHA512;

Visual Basic .NET:

PDFSign.SignatureHashAlgorithm HashAlgorithm.SHA512

Visual C++:
PDFSign: :SignatureHashAlgorithm = HashAlgorithm::SHA512;



