X.509 Certificate Generator User Manual

Introduction

X.509 Certificate Generator is a tool that allows you to generate digital certificates in PFX
format, on Microsoft Certificate Store or directly on your cryptographic smart card.

X.509 Certificate Generator contains two main applications:
— PFX Certificate Generator — this application can be used when it is necessary to
issue digital certificates in PFX format.
— Smart Card Certificate Generator — this tool is useful when the certificate must be
generated directly on your smart card.

Links

X.509 Certificate Generator main page:
http://www.signfiles.com/x509-certificate-generator/

Download X.509 Certificate Generator:
http://www.signfiles.com/apps/X509Certificate Generator.msi

Warning and Disclaimer

Every effort has been made to make this manual as complete and accurate as possible, but no
warranty or fithess is implied. The information provided is on an “as is” basis. The author shall
have neither liability nor responsibility to any person or entity with respect to any loss or
damages arising from the information contained in this manual.

Trademarks

.NET, Visual Studio .NET are trademarks of Microsoft Inc.
Adobe, Adobe Reader are trademarks of Adobe Systems Inc.
All other trademarks are the property of their respective owners.
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Digital Certificate Properties

Certificate Subject

Every certificate must have a Subject. This option can be set on the main interface. The
Subject can contains Unicode characters like 4,ee, £, N.

B'u'alid fram Thursday, May 03, 2012 2:27...

=] valid to saturday, June 02, 2012 2:2...

E'Elj'] Subject Certificate name, name @emai. ..
(=] By ihlic ke BSA (1174 Rite} *

CM = Certificate name
E = name @email.com
0 = Organization

Certificate Subject

Validity Period

Every certificate has a validity period. A certificate becomes invalid after it expires.

Observation: On the demo version of the product, the certificate validity cannot exceed
30 days. This is the single limitation of the product on demo mode.

Blssuer Organization, name @email.com, Certific...
D'u'alid from Saturday, February 04, 2012 1:00:00 AM
E'i Yalid to Saturday, February 25, 2012 1:00:00 AM
|'-_-'|-::| hiert Certifirate name  nameifemail fom Oirn i

Saturday, February 25, 2012 1:00:00 AM

Certificate Validity period
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Cryptographic Algorithms
The certificates use RSA algorithm (RSA is an algorithm for public-key cryptography that is
based on the presumed difficulty of factoring large integers).

The default value of RSA Key Length is 1024 bit and should be enough for common
certificates. For the Root certificates a 2048 key could be used.

The default value of SignatureAlgorithm property is SHATWithRSA but it can be set to other
values if it is necessary.

Observation: The certificate will requires more time to be generated if a larger key size is
used.

| |
Field Yalue =
BSignature algorithm sha256R5A

H BSignature hash algorithm sha256
Dlssuer Organization, name @email.co... |5

| D'l.-'alid from Thursday, May 03, 2012 3:43:...

| B".-'alid to Saturday, June 02, 2012 3:43..,
DSLijEEt Certificate name, name@email. ..
= RSA (2043 Bits)
Kl g ihviart Kev TAantifiar AR Ir AR RANTFAAf= 2 - d T

i
Certificate public key
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Key Usage

A CA, user, computer, network device, or service can have more than one certificate. The Key
Usage extension defines the security services for which a certificate can be used. The options
can be used in any combination and can include the following:

DataEncipherment - The public key can be used to directly encrypt data, rather than
exchanging a symmetric key for data encryption.

DigitalSignature - The certificate use the public key for verifying digital signatures that have
purposes other than non-repudiation, certificate signature, and CRL signature.

KeyEncipherment - The certificate use the public key for key transport.
CRLSigning - The certificate use the public key for verifying a signature on certificates.
CertificateSigning - The certificate use the public key for key agreement.

For a Regular User certificate, the most used Key Usages are: DigitalSignature,
NonRepudiation, KeyEncipherment and DataEncipherment.

For a Root Certificate (CA certificate), the most used Key Usages are: CertificateSigning and
CRLSigning.

[-=|Public key RSA (512 Bits) i
FiKkeyUsage  Digital Signature, NonRepudia... g
@Suhject Key Identifier 4h 86 20 80 37 27 ae 97 7d 4f...
D'I'huml:uprint algorithm shal

I-_']Thllrnhnrini' hi fR rf 1- 47 50 b 45 F4 A1 -

Digital Signature, Mon-Repudiation, Key Endpherment, Data Encpherment
(o)

Certificate Key Usage
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Enhanced Key Usage

This extension indicates how a certificate’s public key can be used. The Enhanced Key Usage
extension provides additional information beyond the general purposes defined in the Key
Usage extension. For example, OIDs exist for Client Authentication (1.3.6.1.5.5.7.3.2), Server
Authentication (1.3.6.1.5.5.7.3.1), and Secure E-mail (1.3.6.1.5.5.7.3.4).

When a certificate is presented to an application, an application can require the presence of an
Enhanced Key Usage OID specific to that application.

X.509 Certificate Generator supports a lot of well known Enhanced Key Usages but also
support to specify a custom Enhanced Key Usage extension. The Enhanced Key Usage can
be also marked as a Critical extension.

Some of Enhanced Key Usages available by default are:
CodeSigning - The certificate can be used for signing code.

SmartcardLogon - The certificate enables an individual to log on to a computer by using a
smart card.

DocumentSigning - The certificate can be used for signing documents.

TimeStamping - The certificate can be used for signing public key infrastructure timestamps
according to RFC 3161.

[ Subject Certificate name, name @email. ..
[=|Public key RSA (512 Bits)

@K&y IUsage Digital Signature, Mon-Repudia. ..
@Subject Key Identifier 22d4afdecs 7d f0 14 71ef ... |E
DThumI:uprint algorithm shal

I_']Thllrnhnrinf 33 BR Mk RN & &5 3R he A3 7F il

Smart Card Logon (1.3.6.1.4.1.311.20.2.7)
Time Stamping (1.3.6.1.5.5.7.3.8)

Secure Email (1.3.6.1.5.5.7.3.49)

Unknown Key Usage (1.2.3.4.5.6.7.8.9.10.11)

Enhanced Key Usage (marked as Critical Extension)
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PFX Certificate Generator

PFX Certificate Generator is designed to issue custom PFX certificates. All certificate options
like Validity period, Signature algorithm, Key length, Key Usage are fully customizable.

Also, the CSR (Certificate Signing Request) can be signed by a previous created Root

Certificate. This option is available on Generate main menu.

-

- -
+  PFEX Certificate Generator - Registered Version

o ) |

File  Generate

Cerdificate Subject

Help

Comman Mame (g.g. Johh Wiliams)™:
Organization Mame {0=):
Organization Unit {3U=):

Title (T=):

E-mail address (E=):

Organization Certfication Authaority

User Certficate
COrganization
user@organization .net Country {C=):
[ Preview ][ Generate Certificate ]

Cerificate Options
Walid from: 3115/2003 E~

Validity period: |7 =

Signature algorthm: | SHA256WithRSA |

RSA Key Lenght: bits

Install cerificate on Microsoft Certficate Store

[ Extensions... ]l Certificate Type... |

PFX Certificate Generator - Registered Version

PFX Certificate Generator main interface

After the PFX certificate is generated, if “Install certificate on local computer (Microsoft Store)”
is checked, the certificate can be automatically installed on local computer Certificate Store.
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Issuing Certificates

By default, the certificates issued by PEX Certificate Generator are signed by a Root
Certificate created on the fly.

Also, the application can issue digital certificates signed by a Root Certificate loaded from a
PFX file or self-signed digital certificates.

More details about Self-signed Certificates can be found here.

Certificate Type @

Certificate Type

(") Create a standard certfficate

(") Create a self signed certificate

i@ Create a cerificate signed by a Root Cerificate

Load Root Certficate... | C:\Root Cett pfi

PF¥ Foot file password:  seses

Self-signed certificates

Eile  Generate Help
Certificate Subject
Issued by (e.g. Organization Name)*:  Organization Certification Authority

Comman Mame (2.q. Johh Willams)™:  User Cerfficate

Organization Mame (0=):  Crganization

Organization Unit (OU=):

Title (T=):
E-mail address (E=);  user@organization.net Country {C=):

[ Preview H Generate Certificate

PFX Certificate Generator - Registered Version

Certificate subject
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A digital certificate issued by PFX Certificate Generator will look like below:

Certificate —— -.‘. M
General | Details | Certification Path | 1
I:_.l;ﬁ Certificate Information
Windows does not have enough information to verify
this certificate.
N
Issued to: User Certificate i
N
Issued by: Organization Certification Authority
valid from 3/ 15/ 2013 to 3/ 15/ 2020 i
? ‘fou have a private key that corresponds to this certificate,
IInsEII Certificate. . i Issuer Statement
—

Self-signed certificate

Page 9 - X.509 Certificate Generator User Manual (version 3.6) - http://www.signfiles.com/x509-certificate-generator/



http://www.signfiles.com/x509-certificate-generator/

Issuing Certificates Signed by a Root Certificate

Issue the Root Certificate

In some cases, is necessary to issue certificates for an entire organization. On this scenario
you can issue a Root Certificate and every certificate issued for an entity will be signed by
this Root Certificate.

A Root Certificate (CA certificate) is a special type of certificate that can be used to digitally
sign other certificates.

To issue a Root Certificate with X.509 Certificate Generator, simply select “Root Certificate”
template from Extensions dialog and issue the certificate.

RSA Key Lenght: | 2048 * | bits

Install cerficate on Microsoft Cerfficate Store

Country (C=): [ Extensions... H Certificate Type... I

Certificate Extensions @

Cerdificate template: | Root Cerificate - |

| Mark the cedificate as Root Certfficate

Key Usage
| Digital Signature | Key Agreement
| Mon Repudiation | Cerdificate Signing

Root Certificate Template

Note to remember the file name and PFX password used to issue this certificate.
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-

.y | PFX Certificate Generator - Registered Version El_lﬂ

File  Generate Help

Certfficate Subject Certificate Options
Valid from: 3/15/2013 [E-

Common Mame (&.g. Johh Wiliamsy*:  Root Certficate| el =

Organization Mame (0=):  Organization Sigriature algorithm: [SHAZ&EWithHS.& ']
Organization Unit (OU=): ASA Key Lenght: bits
Tle (T=): [7] Install certficate on Microsoft Carfficate Store
E-mail address (E=): user@organization net Country {C=): l Extensions... ] l Cerfficate Type... l

[ Preview H Generate Certificate ]

Done.

Creating a Root Certificate

Saving the Root Certificate Public Part

The certificates signed by the Root Certificate, could be considered invalid on some
computers.

For example, if a CSR is signed by the Root Certificate, when the SSL certificate is installed, it
will considered untrusted by the web browsers.

In order to validate the certificates on other computers, the Root Certificate used to issue
Client Certificates (like SSL certificates), must be installed on that computers first.

After the Root Certificate is created and imported, it is available on Microsoft Certificate Store
(Personal or Trust Root Certification Authorities Tab)

Coliiepi=s - T e— A — e

Intended purpose; [<AJI:=- v]

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *

Issued To Issued By Expiratio... | Friendly Mame -
Elroot Cert Root Cert 3/15/2014  <Mone>
__H] Root Certificate Root Certificate 3152020 <Mone
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The resulting .CER file must be installed on Microsoft Certificate Store - Trusted Root
Certification Authorities Tab (see section: Microsoft Certificate Store - Import the Root
Certificate on Microsoft Store for more details).

Issue the Client Certificate Signed by the Root Certificate

In order to issue certificates signed by this Root Certificate, do the following:
— on Extension tab, select “Standard User” template
— fill the Certificate Subject (Issued to, Organization, E-mail address, etc.) with your data

— on Certificate Type tab, select “Create a certificate signed by a Root Certificate” and
select the previous created Root certificate.

— Issue and save the PFX certificate.

Certificate Type @

Cerfficate Type
Create a standard certfficate
Create a seff signed cerfficate
@ Create a certficate signed by a Root Certificate

Load Root Cerficate... | C:\Root Cert pfx

PF¥ Root file password:  ssses
0K

Issue certificates signed by a Root Certificate
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A certificate signed by a Root Certificate will look like below:

Certificate - 8 - M

General |De1ai|s I Certification F‘ath|

= ﬁ Certificate Information
This certificate is intended for the following purpose(s):
* Protects e-mail messages ™
I » Proves your identity to a remote computer
[]
| |
Issued to: User Certificate
| |
! Issued by: Root Certificate !
|
] Valid from 1/ 13/ 2013 to 2/ 12/ 2013 N
i ? You have a private key that corresponds to this certificate.
| |
| |

Install Certificate...| | Issuer Statement

l!é

Certificate signed by a Root Certificate

2]

Certificate
~ ~ . IV Y
General | Details | Certification Path |
Certification path

@ Foot Certificate

B EA | Liser Certificate

Certification Path
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Installing a PFX Certificate

If you already have a PFX digital certificate and you want to be validated by your system,
follow these steps:

— double click the PFX file (just press Next without change anything)

— enter the PFX protection password

— press Yes when the message below appears.

When a user certificate is issued by a Root Certificate, in order to trust the user certificate, the
Root Certificate must be imported on Microsoft Store — Trusted Root Certification Authorities.

When the PFX user certificate is imported on Microsoft Store, the Root Certificate can be also
imported as follow:

You are about to install a certificate from a certification authority (CA)
claiming to represent:

Root Certification Authority

Windows cannot validate that the certificate is actually from "Root
Certification Authority". You should confirm its origin by contacting
"Root Certification Authority”. The following number will assist you in
this process:

Thumbprint (shal): 52028 AB9 391 BE4AD 4AD369EA 1308F17F 9E0E913F

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Installing Root Certificate on Microsoft Store

At this step, the Root Certificate is imported and every certificate issued by this Root is
considered trusted.
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Issuing Certificates from CSR (SSL Certificates)

A Certificate Signing Request (also CSR or certification request) is a message sent from an
applicant to a certificate authority in order to apply for a digital identity certificate. The most
common format for CSRs is the PKCS#10 specification.

F————EEGIh NEW CERTIFICATE REQUEST-----

MIIDKTCCApICAQAWT jELMAKGALUE BRMCWVWMXCZ AJBgNVEAGMAMY TMOSWCQYDVQQH
DAJIZTELMAKGALUEC gWCZWUXCZ AJBgNVEASMAMY TMOswWCOYDVIODDAI1ZTCENZ AN
BgkqhkiGowOBAQEFAADE jOAWIYKCgYEATC+FhYQ 1 BOSHITy+gBOKP /HIFeuwlcpx
motyZ2kprQposRTgPTIiCFh+ATUj Qs vUC VKT CO00+81dmhHEZS7BVEAKF Ied 1 FUmM, v
XdPwaQpwhn3Z j 7Uq4zMgF xLHx7 dLOed uvweTUz 1nUWIF K00 0w w0 jFa+0E 64wa+
M+4N/Z UMZMC AWEAAAC CAZ KWwGg Y KKWYBEAGC NWOCAZ EMFQOZL j EUNZYWMC 4yMD UG
CSsEAJ0B0] CVFDEOMCYCAQUMCHVEZ X ITLVEDDAS 1C2vybS1001xl c2vybQwHbwW1 j
Lmv4Z TEYEQor BgEEAYI 300 ICMWIWYQIBARS AAEDAAQEJAHIADWEZ AGEAZ QB OACAA
UgBTAEEAIAEBTAEMAZAEBNAGAADRGE T AGWAIABDAHIASOEWAHDADWENAHIAYIEWAGOA
afBjACAAUABYAGEADJE pAGRAZ QEVAWE AMIHPEgkQhk 1 GO9wWOBCJ4XgCcEwWgbh4wD gyD
VROPAQH,/EAQDAQTWMEMGAL U IQQMMADGCC s GAQUFEWMEBMHOGC SqGSTIh3D0QE IDWR
MGkWD oY IKOZ IhvCNawICAQCAMA4GCCqGSIDIDOMEADIAQDALEQT ghkgEZQMEASOW
CwYIYIZ IAWUD BAETMAS GCWCGSAF 1AWGEA] AL Bg 1 ghkgBEZOMEAQUWEWYF Kw4D AgCwW
CgYIK0Z IhvCNAWCWHOYDVRODBBYEFICT1q,/93eBh10+a,/qy3EsK2 j IBHMADGC 5qG
SIb3IDQEEEBQUAA4GEAFAS IKEbNAasSTn3i /E4WE] /15shtEakiT8YORpidYosSUyR /U7
khOLWsO0OWESWOdSBCFTS21sdvXKTLIYDTO0L7Zr nmc TN+HOWKETL pBr cAVYD2ZMONg
IfQeoGygl ZRGVIcpiodL SmKZSBEFVPTSSQKOWIOTGHT vy S YOUBHOIVhE] 3
————— EMD MEW CERTIFICATE REQUEST-----

Certificate Signing Request (CSR)

PFX Certificate Generator can digitally sign CSR request using a Root Certificate. To create a
Root Certificate see the section Issuing Certificates Signed by a Root Certificate - Issue the
Root Certificate.
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Create the CSR for an IIS website

To generate a CSR for your website, access IIS - Computer — Manage — Service and
Applications — IIS Manager — Server Certificates, like below:

.
a4l &
Directory  Error Pages Handler HTTP
Jrowsing Mappings Respon...
] e prm—
! = &= | La
Maodules Cutput Request Server
Caching  Filtering | Certificates

1IS Configuration

— select Create Certificate Request and fill the form with your information, click Finish,
click Next and save the CSR file on a local file (e.g. c:\CSR.txt).

,
e ceniene
equ 1 A

Distinguished Name Properties

ﬁLL

Specify the required information for the certificate, State/province ane
official names and they cannot contain abbreviations.

Common name: localhost
Organization: Organization
Organizational unit: ou
City/locality City
State/province: State
Country/region: Us

Creating the CSR Request
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Signing the CSR Request with the Root Certificate

Every CSR Request must be signed by a Root Certificate. To create a Root Certificate, see
the section Issuing Certificates Signed by a Root Certificate - Issue the Root Certificate.

To digitally sign the CSR Request, follow the steps below:
— select SSL Cetrtificate template from the Certificate Type tab.
— Load the Root Certificate previously created
— Load the CSR by pressing Generate from CSR... menu item
— Save the resulting .CER file (e.g. c:\resp.cer)

. PFX Certificate Generator - Registered Version — - . - = ﬁ
File | Generate | Help

Ceti Preview Certificate Ctrl+E Cermfitats Oonoks

5 Generate Certificate.. Ctrl+G 1 Validfrom:  3/15/2013  [A~
Generate from CSR..

e e | Validty period: 7 5

Signature algorthm: | SHATWhRSA |

(Organization Name (0=}

Organization Unit {OU=): i bl i 7 b
Tite (T=): [7] Install cetificate on Microsoft Certificate Store
E-mail address (E=):  user@organization.net Country {C=): l Extensions... ] [ Cerificate Type... ]

l Preview H Generate Cerificate ]

Daone.

:Signing the CSR with a Root Certificate
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Installing the CSR response on the IIS website

Go to IIS - Computer — Manage — Service and Applications — IIS Manager — Server
Certificates — Complete Certificate Request. Select the resulting .CER file previously signed by
the Root Certificate (c:\resp.cer) and click OK.

Cometcoteoesenen

Specify Certificate Authority Response

Complete a previcusly created certificate request by retrieving the file
response,

File name containing the certification autherity's response:

Cihresp.cer

Friendly name:

551 Certificate

Right now, the certificate is installed. To test the SSL website, go to https://loclahost.

S, @ https://localhost/ (2 Certificate Error: Navigatio... % -

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

'@ Continue to this website (not recommended).

® More information

Untrusted certificate
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Validating the SSL certificate

If the SSL certificate is considered untrusted by your web browser, you must install the Root
Certificate pubic part used to digitally sign the CSR on Microsoft Certificate Store — Trusted
Root Certification Authorities.

More details about this issue are available on this section: Saving the Root Certificate Public
Part.

After the Root Certificate is imported, the website will look like below:

é httl:l =/ flocalhost/

File Edit View

C’? Website Identification
Time Stan

Root Certificate has identified this site as
Create an ad localhost

This connection to the server is encrypted.

In order to acces t stratar ai

Should I trust this site?
Jsername:

View certificates
Password:

Trusted SSL certificate

Steps to validate the SSL certificate:
— Issue the Root certificate
— Install the certificate and extract the Root Certificate public part from Microsoft Store.
— Create and sign the CSR request with the Root Certificate
— Install the CSR Response on the webserver

— Install the Root Certificate pubic part on Microsoft Certificate Store — Trusted Root
Certification Authorities. This step must be done on every computer that access
your website.
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Smart Card Certificate Generator

Observation: This product will work only on Windows Vista or higher.

Smart Card Certificate Generator is designed to issue self-signed digital certificates directly on

cryptographic Smart Cards.

To issue the certificate on your smart card, follow the steps below:

— plug in your smart card on the USB port

— select the CSP smart card from the top left section
— be sure that you have enough space on the smart card
— set the proper settings from the product interface (certificate subject, validity period,

extensions, etc).
— Generate your certificate.

If you like to generate the certificate directly on the Microsoft Certificate Store, check Include
Microsoft CSP (software) checkbox, and select Microsoft Enhanced Cryptographic Provider

v1.0 or other CSP.

-y | Smart Card Certificate Generator - Registered Version

Lo b

File  Generate

CSP
Smart Card Certificate Service Provider:

Help

eToken Base Cryptographic Provider -

Include Microsoft CSP (software)

Cerificate Subject

lssued to [CN=)"  Smart Card User Cerificate

Organization {O=):  Client Organization

Organization Unit (OU=):  Accounting
Title (T=):
I E-mail address (E=):  user@organization.com Country (C=):

Certificate Options
0 Validfrom: 1/25/2013 [E~

RSA Key Lenght: |2048 = | bits

| Preview || Generate certificate |

Validity period: |1 = |Yeas -

|
Srnart Card Certificate Generator - Registered Version

Key Usage
| Digital Signature

| MNon Repudiation
V| Key Enciphemment
V| Data Encipherment

Enhanced Key Usage
| Secure Email

| Client Authentication
Server Authentication
V| Document Signing

| Add custom Enhanced Key Usage O1Ds (comma delimited)

Key Agreement
Certificate Signing
CRL Signing

Time Stamping
QOCSP Signing
Code Signing
Any Purpose

12333121322134

| Enhanced Key Usage extensions are marked as critical

Template

Cerificate template: | Regular User

- |

Mark the cerificate as Root Certificate

IPSEC Usger
IPSEC End System
IPSEC Tunnel
Smartcard Logon

e
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Microsoft Certificate Store

All digital certificates installed on the system appears in Microsoft Certificate Store.

[ )

[{All:s v]

Intended purpose:

| Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification| 4 | +

Issued To Issued By Expiratio...  Friendly Mame i
@ VeriSign Trust Metw... VeriSign Trust Metwork  8/2/2028 VeriSign L4
@ VeriSign Trust Metw... VeriSign Trust Metwork  5/19/2018  VeriSign
@ VeriSign Trust Metw... VeriSign Trust Metwork — 8/2/20238 VeriSign
@ VeriSign Commerdia... VeriSign Commerdal 5...  12/31/1999  VeriSign
[=veriSian Cammercia WeriGinn Carmmercial S 1IRININS WeriSinm

Microsoft Certificate Store

How to Access Microsoft Certificate Store

— start Internet Explorer

— go to Tools menu — Internet Options — Content tab — Certificates button

— on Cettificates window your personal certificates appears in Personal tab.
— The Root certificates appears in Trusted Root Certification Authorities tab.

Also, the Microsoft Store can be accessed by running certmgr.msc on Run Command.

o

- Typethe name of a program, folder, document, or Internet
_ rescurce, and Windows will open it for you.

certmgr.msc -

'@' This task will be created with administrative privileges.

Open:

|| cance || Browse.

Accessing Microsoft Certificate Store

Page 21 - X.509 Certificate Generator User Manual (version 3.6) - http://www.signfiles.com/x509-certificate-generator/



http://www.signfiles.com/x509-certificate-generator/

Export the Root Certificate from Microsoft Store

— Go to Microsoft Store

— Select Trusted Root Certification Authorities tab

— Select the Root Certificate that you want to export

— Click Export button and Next

— Select the path and file name for your exported certificate
— Click Finish.

The Root Certificate is exported as .cer file. This file can be imported on the computers
where you want to validate your certificate.

Note that if you digitally sign a file or send a digitally sign an email message to a computer that
not have the Root Certificate installed, a warning message can appear.

If you digitally sign a PDF file and want to validate Adobe PDF digital signatures, read this
document:
http://www.signfiles.com/manuals/ValidatingDiqgitalSignaturesinAdobe.pdf

Import the Root Certificate on Microsoft Store

— Copy the exported .cer file obtained above (Export the Root Certificate from Microsoft
Store) on the target computer
— Right click on the imported .cer file and select Install Certificate

Root
Certificate

Open
Install Certificate

— Click Next and select Place all certificates in the following store
— Click Browse and select Trusted Root Certification Authorities

1 Automatically select the certifica |

@) Place all certificates in the followi | Personal
_ sted Root
Certificate store: o | Enterprise Trust
Trusted Root Certification Auth i Intermediate Certification Authorities
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— Click Finish
— press Yes when the message below appears.

You are about to install a certificate from a certification authority (CA)
. claiming to represent:

Root Certification Authority

Windows cannot validate that the certificate is actually from "Root
Certification Authority”. You should confirm its origin by contacting
"Root Certification Authority”. The following number will assist you in
this process:

Thumbprint (shal): 52028 AB9 391 BE4AD 4AD369BA 1308F17F SE0B913F

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

After the Root Certificate is imported in Microsoft Store, the certificates issued by that Root
Certification Authority will be considered valid on the machine where the Root Certificate was
imported.

Certificates

Intended purpose:

General I Details | Certification Path |

Personal | Other People Certification path
=] Root Certification Authority

Issued To RE Test Certificate

5] Test Certificate

]

[ Import... ] [ Export...
Certificate intended purpose ~ -
Client authentication, Secure ErR e S
This certificate i=s OK.
N
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Observations

X.509 Certificate Generator and CRL

A CRL file is a web resource that is a list with all invalid certificates (e.g. http://rapidssl-
crl.geotrust.com/cris/rapidssl.crl). The certificate can be revoked by the issuer in some
circumstances (e.g. the person leaves the company) and the certificate serial number of that
person is appended to the CRL when the revocation is made.

According the the X.509 standard, the CRL field is optional and should be ignored if it not
exists but in Office 2010 digital signatures this field is mandatory.

If CRL field not appears on the certificate, the Office 2010 digital signature is considered
invalid.

The CRL file MUST be published on the web (e.g. http:/rapidssl-
crl.geotrust.com/crls/rapidssl.crl) but X.509 Certificate Generator is a desktop product and
cannot generates a CRL file and publish it on the web. This is the reason why the CRL
attribute is not set on the certificates issued by X.509 Certificate Generator.

=

I;dcvcv

Signature Details @I-g—hj

Certificate not trusted - Cannot verify certificate revocation status. Cheds
;_.':% your network connection.

-

Signature type: XML-DSig

Purpose for signing this document:

KM

Signing as:  Certificate without CRL
Issued by: Test Root Certificate =
See the additional signing information Close
that was collected. ..
0 |

Office 2010 - Digital signature made by a certificate without CRL — signature is considered invalid
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¥x - Microsoft Word
Layout References Mailings Review Vi

iew Acrobat
o[- [ )|
W~ abel x| e Ax,“ﬂk_ﬁ.ﬁ ,] [

Font (Fi

I
M|
Ml

il '_7”“3= i'h=|.. AaBbCcDc AaBbceDe AaBbC: AaBbCc Aalj

T Normal | T Mo Spaci.. Heading1 Heading 2 Title

Paragraph IFi

= Valid signature - This signature and the signed content have not been
" modified since the signature was applied.

Purpase for signing this document:
HCH

Signing as:  Certificate without CRL
Issued by: Test Root Certificate

See the additional signing information
that was collected. .

Office 2007 - Digital signature made by a certificate without CRL — signature is considered valid
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™ test document[signed].pdf - Ac
File Edit Wiew Window Help

SQEFBeN | ®O® 0| e® =] |EHB |25 |

@ Signed and all signatures are valid.

Signatures [ z i
Signature Propertie

) - Validate All

& I@ Rev. 1: Signed by Certificate without CRL @ Signature is VALID, signed by Certificate without CRL.

|Summary | Documentl Signer | Date/Time | Legal |

@ The document is signed by the current user.

Signed by: ICertificate without CRL

Click Show Certificate for more information about the
ings for the certifical

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a

trust anchor. ertificate to an issuer

the current user.

| Show all certification paths found
t be done, possibly be

o Test Root Certificate Summary | Details | Revocation |Trust | Policies | Legal Notice
Certificate without CRL| |

5l Could not determine whether the selected certificate is valid

Details

The selected certificate does not provide information on how its
revocation status can be verified. It cannet be determined
whether this certificate is valid or whether it has been revoked.

Adobe Reader - Digital signature made by a certificate without CRL — signature is considered valid
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Details | Certification Path

Show: | zAll=

Field Value

Auﬁmrity Key Identifier KeylD=tb 5% 3d6a 1842 4a ...
Enhan::ed Key Usage Server Authentication (1.3.6....
Subject Alternative MName DMS Mame =ca. signfiles, com

FL Distribution Points [1]CRL Distribution Point: Distr...
Sul::ject Key Identifier 836acdecd3a3df2iod4al7a...
.ﬂ'.uﬂm::nritg,-I Information Access  [1]Authority Info Access: Acc...

Cerﬁﬁmte Polices [1]Certificate Policy:Policy Ide...

EIK’PU | lzane MNinital Sinnahire Kew Fricinher o

[1]CRL Distribution Point
Distribution Paint Name:
Full Mame:
LIRL =http:/rapidssl-crl. geotrust, comforls frapidssl, crl

Edit Properties... | Copy to File... |

[ x|

A digital certificate with CRL
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