Adding the digital signature to emails in Mozilla Thunderbird

Go to your account and select Settings:
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Go to Security tab and select View Certificates:
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Select Import, select your generated PFX certificate, enter the PFX password and press OK. Note
that the field email (E=) from your certificate must be the same with the email from your account.
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After the certificate is imported, the certification authority must be validated (added to the Mozilla
trusted Authorities list). For that, go to Security - View Certificates - Authorities - Your Authority
certificate - View - Check all checkboxes.
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On the security window, select your imported certificate like below:
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Certificate: | user thunderbird [GE:4.8:57:20:98: C% 200654 ECoBELACOBED:49] -

Details of selected certificate:

Issued to: E=victordemain@gmail.com, O=dfs, CM=user thunderbird
Serial Mumber: EE:4A:5?:2D:SIE:CSI:2D:BB:54:EC:6B:82:AC:UE:ED:49
Valid from 5/20/2011 7:2%50 AM to 6/20/2011 7:29:50 AM

Certificate Key Usage: Signing,Mon-repudiation,Key Encipherment, Data Encipherment
Email: victordomain@gmail.com

Issued by: CM=5ecure Soft Private CA O=5ecure Soft, C=RO
Stored in: Software Security Device
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When a message will be composed simply select “Digitally Sign this message” on the Security button.
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When a signed email is received, the signature can be verified by clicking on the signature graphic:
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Test digital signature.
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Message Is Signed
This message includes a valid digital signature. The message has not been altered
since it was sent.

Signed by:  wser thunderbird
Email address:  victordomain@gmail.com

Certificate issued by:  Secure Soft Private CA
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Message Not Encrypted
This message was not encrypted before it was sent. Information sent over the Internet

without encryption can be seen by other people while in transit.




