Time Stamp Server
Installation Manual
Introduction

Time stamping is an important mechanism for the long-term preservation of digital signatures,
time sealing of data objects to prove when they were received, protecting copyright and
intellectual property and for the provision of notarization services.

Our Time Stamp Server works as an |IS application for most Windows web servers. It means
that it is not required to operate an extra TSA machine.

Links

Download Time Stamp Server for |IS: https://www.signfiles.com/apps/TSAServer.zip
Time Stamp Server Live Demo: https://ca.signfiles.com/tsa/
Time Stamp Server main page: https://www.signfiles.com/timestamping/

Time Stamp PDF and Microsoft Office Documents
Use the TSA Server for Microsoft Authenticode

Warning and Disclaimer

Every effort has been made to make this manual as complete and accurate as possible, but
no warranty or fitness is implied. The information provided is on an “as is” basis. The author
shall have neither liability nor responsibility to any person or entity with respect to any loss or
damages arising from the information contained in this manual.

Trademarks

.NET, Visual Studio .NET are trademarks of Microsoft Inc.
Adobe, Adobe Reader are trademarks of Adobe Systems Inc.
All other trademarks are the property of their respective owners.
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Prerequisites

Time Stamp Server requires the following:
— Windows operating system with IS (Windows 10 or Windows Server 2012 or later)
— Microsoft .NET Framework 4.6.2
— ASP.NET enabled on your IIS

To enable ASP.NET in your IIS web server, go to Control Panel — Programs and Features —
Turn Windows features on or off and on Internet Information Services, select ASP.NET as on
the image below.

[=4 Windows Features - O >

Turn Windows features on or off [ 7)

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

[m] .NET Framework 3.5 (includes .NET 2.0 and 3.0) ~

=l El NET Framewaork 4.8 Advanced Services
ASP.NET 4.8

[m]  WCF Services
[] Active Directory Lightweight Directory Services
[1 Containers
[] Data Center Bridging
] Device Lockdown
[] Guarded Host
Hyper-V
Internet Explorer 11
=l El Internet Information Services

[l FTPServer
[m] Web Management Tools
= @] World Wide Web Services

= [m]  Application Development Features
MET Extensibility 3.5
NET Extensibility 4.8
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.8
CGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol

Enable ASEVE T and Custom Features

OORROR™MOORE
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Installation

Download Time Stamp Server from this link: https://www.signfiles.com/apps/TSAServer.zi
and unzip the content of the TSAServer folder on your 1IS webserver (e.g. C:\TSAServer).

View ~ @
s Move to ,?( Delete - l IET =4 Open E selectall
il [A Edit 50 Select none
' = Mew Froperties
Ll Copy to (=4 Rename folder pv I_-n:‘I_E:JHistuzur}.r EEInvertselectinn
Organize MNew Open Select
1(C) » TSAServer v Search TSAServer 2
| . bin | | settings
.EhpplyTimestamp .Ehudit
}| Configuration E CreateCertificate
_EDefault _}|get
_E|Login _Eﬂegistratiun
E| SelectCertificate * settings
style [ TSACertificate
E| Llsers E| Verify
|=] Web
=

Time Stamp Server Folder Content
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Time Stamp Server must be added as an application on |IS web server.
Go to Computer icon — Right click Manage — Computer Management — Services and
Applications — Internet Information Services (IIS) Manager.

File Action View Help

o= | 7=

& Computer Management (Local % '@ » Websites » Sites » Default Web Site »
4 '[E Systern Tools

» @ Tskscheduler || Gonneetions
[» @ Event Viewer =
i za| Shared Folders

> @ Local Users and Groups
[ @ Performance

4 --iﬂ Websites
@ Application Pools

=4 Device Manager 48] Sites
4 /@ Defaut Web Site |
4 % Storage
=¥ Disk Management ?"lj ﬁnpp_Data.
= b -5 aspnet_client

4 Ty Services and Applications
m Internet Informaticn Sel
L Services
& WMI Control
IS Websites
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On your website, Time Stamp Server must be added as a new Application.

Right click on your IS website (Default Web Site) — Add Application... and set the application
alias and the physical path as below.

----- J;i Application Pools
4.[é) Sites
4 /&) Default Web Site |
- | App_Data | g Explore
b -] aspnet_clier Edit Permissions...

:* Add Application.. |
#  Add Virtual Directory...

Site name:  Default Web Site
Path: f

Alias: Application pool:
|tsa | |Defau|'t.ﬁ.pppoo|

Exarnple: sales

Physical path:
| CATSAServer

Pass-through authentication

Connect as... Test Settings...

[ ] Enable Preload

Attention: Time Stamp Server requires Read, Write and Execute permissions to be enabled
for the physical path. 1IS user must have this rights for the specified physical path.
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At this moment, Time Stamp Server is be installed. To check the installation, go to:
http://localhost/tsal.

& http://localhost/tsa/

File Edit View Favorites Tools Help
=

Time Stamp Server - Main Page

Status Info

License Status: The trial version will expire in 45 days

Time Stamp Server is NOT registered. Register Mow Buy a license

Time Stamp Server Version: 3.2
Time Stamp Server Address: http://localhost/tsas/get.aspx

Humber of Time Stamp Responses issued: 0

Server Settings

Time Stamp Server Configuration &

Audit Trail

Operations

Time Stamp a File From Your Computer
Verify a Time Stamp Response File

Download the Timestamping Certificate

TSA Server Main Page
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Time Stamp Server Certificate
Create a Timestamping Certificate

Time Stamp Server needs a special digital certificate (Timestamping certificate) to be used in
order to digitally sign the Time Stamp Requests came from external applications.

Note that the SSL certificates (for HTTPS connections), Code Signing or regular digital
signatures certificates cannot be used as time stamp certificates.

The Timestamping certificate is a special type of certificate and must be created as below:
— Use RSA 2048 key length and at least SHA 256 hash algorithm
— Key Usage extension marked as critical: Digital Signature
— Extended Key Usage - add ONLY Time Stamping extension (OID: 1.3.6.1.5.5.7.3.8) as

critical
— Expiration date: 1 year or more.

- Details | Certification Path

Show: | <Al

Field Value

D'u'alid from Thursday, August &, 2015 11:...
D'u'alid to Thursday, August &, 2020 11:...
BSubject 0OU, Organization, Test TSA C...
=] Public key RSA (2048 Bits)

Subject Key Identifier 12dc 2088 ba 6283 2ce7 Of ...
i key Usage Digital Signature (30)

E Enhanced Key Usage Time Stamping (1.3.6.1.5.5.7....
=] Thi irshinrint alanrithm

Time Stamping (1.3.6.1.5.5.7.3.8)

Edit Properties... | Copy to File... |
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If you do not have a such of certificate, it could be created by Time Stamp Server by following
this link: http://localhost/tsa/CreateCertificate.aspx

Time Stamp Server - Create Certificate

Create the Timestamping Certificate (PFX Format)

*TSA Server Name (CN=): ‘YDUF Time Stamp Server

Organization Name (0=): ‘Your Organization

|
|
Organization Unit (OU=): ‘Accouming |
E-mail Address (E=): | |
Country Code (C=): \:\

Certificate Validity Period:

Signature Algorithm: 'RSA v
Key Size: 2048 v | bits
Hashing algorithm: SHAZ256 v

*PFX Certificate Password:

Set as current timestamping certificate
This certificate will be used to sign the Time Stamp Responses generated by this Time Stamp Server

| Back| ‘ Generate Certificate |

If Set as current Timestamping certificate checkbox is checked, this certificate will be used to
digitally sign the Time Stamping Responses generated by the Time Stamp Server.
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Select the Timestamping Certificate From a PFX File

Time Stamp Server can use for time stamp operation a PFX certificate already generated by
an external application (like X.509 Certificate Generator).

Also, you can import a Timestamping certificate issued by Microsoft Certification Authority
installed on your Windows Server.

To select a PFX certificate from your computer, follow this link:
http://localhost/tsa/SelectCertificate.aspx

@ nttp://localhost/tsa/SelectCertificate.aspx

File Edit View Favorites Tools Help
3

Time Stamp Server - Digital Certificate

Timestamping Digital Certificate

® | pad certificate from a .PFX file
(U Load certificate from Microsoft Certificate Store

Load the certificate file: CATSACerificate pfx Browse...

Certificate file password: |~uc see Load Certificate

To use this certificate, be sure that the PFX password is correct. After Load Certificate button
is pressed, the PFX certificate is verified if it can be used for time stamp operation.

If Set as current Timestamping certificate button is pressed, the certificate will be saved and
the PFX password will be encrypted on the server.

Note that the Timestamping PFX certificate must have some special extensions (see section
above: Create a Timestamping Certificate).
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Select the Timestamping Certificate from Microsoft Certificate Store
In some cases, the Timestamping certificate is not available as PFX file but it is installed on
Microsoft Certificate Store (e.g certificates stored on Hardware Security Modules — HSM).

By default, the Microsoft Certificate Store certificates are not available for ASP.NET
applications.

B http://localhost/tsa/SelectCertificate.aspx

File Edit View Favorites Tools Help
e

Time Stamp Server - Digital Certificate
Timestamping Digital Certificate

) Load certificate from a .PFX file
(® Lpad certificate from Microsoft Certificate Store

Select the certificate store: |Current User V|

Certificates on this store: |

Mo certificates was found on this certificate store.

Set as Current Timestamping Certificate

The User Certificates installed on Microsoft Store cannot be accessed
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To enable access to Microsoft Certificate Store of Time Stamp Server application, follow the
steps below.

On Authentication section of the Time Stamp Server application (IIS), be sure that ASPNET
Impersonation is enabled and the provided user is the same as the Timestamping digital
certificate user (e.g. the Administrator account ar an account with high privileges).

Attention: Be sure that the certificate was issued and is available for the selected user. If the
certificate was issued in other Windows account, it cannot be used.

9 Authentication

LE]
Group by Mo Grouping @
Mame  * | Skatus Fesponse Type |
Anonymous Authentication Enabled
A5P.MET Impersonation Enabled
Basic Authentication Disabled HTTFP 401 Challenge
Digest Authentication Disabled HTTP 401 Challznge
Forms Authentication Dizabled HTTP 302 Login/Redirect
Windows Aukhentication Enahbled HTTP 401 Challznge
Set Credentials EE3 |
Edit ASP.NET Impersonation Settings Kl E3 |
User name:
Identity ko impersonate: I.ﬁ.dministratar
* Specific user: Passwiord:
Adrinistratar Set... I""""""""""""‘"‘"

Confirm password:

" autherticated user

(a4 | Cancel |
I I Cancel

Enable Certificates Located on Microsoft Certificate Store
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As an alternative, in case that the certificate is installed on Current User will not work or it is
not visible, the certificate can be installed on Local Machine store instead of Current User
(mmc — Add/Remove Snap-in-Certificates-Computer Account).

ﬁ File Action View Favorites Window Help

esnE ol HE

] Console Root lssued To lssued By
4 Iﬁl Certiﬁcates;Local CDmEuter ?ﬂxmw HOWHCY
a | Personal 2] User Certificate User Certificate

[ Certificates

n T Treickad Bant Cartificratinn Aotheariid

Etst tsa local machine tst tsa local machine

@ http://localhost/tsa/SelectCertificate.aspx

File Edit View Favorites Tools Help

=

Time Stamp Server - Digital Certificate
Timestamping Digital Certificate

() Load certificate from a .PFX file
®)| pad certificate from Microsoft Certificate Store

Select the certificate store: | Local Machine V|
1
Certificates on this store: | CN=tst tsa local machine

Certificate information
Certificate location: The certificate is on Microsoft Store

Certificate subject: CN=tst tsa local machine

Serial number: 00D4FC3C3FFATIDB6BATC2C4A 1958306174
Thumbprint: 96C41C5746D62869742B50047EESSDSEBASCO
Valid from 6/11/2015 to 6/11/2020

Certificate service provider: Microsoft Enhanced Cryptographic Provider v1.0
The certificate can be used for Timestamping.

| Back | | Set as Current Timestamping Certificate

A cetrtificate installed on Local Machine Certificate Store
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After the certificate is selected, if Set as current Timestamping certificate button is pressed,
the certificate is verified if it can be used for time stamp operation.

After that, the certificate Thumbprint will be saved encrypted on the configuration file in order
to be used as Timestamping certificate.

Note that the Timestamping certificate must have some special extensions (see section
above: Create a Timestamping Certificate).

@ nttp://localhost/tsa/SelectCertificate.aspx

File Edit View Favorites Tools Help
W

Time Stamp Server - Digital Certificate
Timestamping Digital Certificate

() Load certificate from a .PFX file
(®) | oad certificate from Microsoft Certificate Store

Select the certificate store: |Current User

Certificates on this store: |D:Drganizaliun, CM=Test TSA Certificate

Certificate information

Thumbprint: 95671
jr ¥ ]
I'-""GI'd_l"L"III 6f12/201

The certificate can be used for Timestamping.

Back Set as Current Timestamping Certificate

Microsoft Store Timestamping Certificate Selection
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Certificates Installed on Hardware Devices

If the certificate is stored on a HSM (Hardware Security Module like Luna), be sure that the
partition is activated and the certificate can be used for digital signature without any user
intervention (disable PED PIN, Administrator PIN, any other PIN mechanisms).

Time Stamp Server can use only the certificates available on Microsoft Certificate Store or
using PKCS#11 protocol like below:

Time Stamp Server - Digital Certificate

Timestamping Digital Certificate
Current process bit type (to select the proper device driver): (x64) 64 bit process type

O Load certificate from a .PFX or .P12 file
O Load certificate from Microsoft Certificate Store (MS-CAPI CSP)
@ Load certificate using PKCS#11 driver

PKCS#11 driver path: |d:‘\windows‘asystem:’;ﬂpkcs‘l1 Al ‘
Slot number: |0 ‘
Device User PIN: [roeseseess |

Load .CER certificate file (public part): | Choose File | No file chosen

Test PKCS#11 Certificate |

To issue a CSR (Certificate Signing Request) on a hardware device, follow this steps: How to
Generate a Certificate on a Hardware Device

In most of the cases, the certificates stored on smart cards/USB tokens cannot be used in
ASP.NET websites because of the middleware limitations and because the certificate is
protected by a PIN dialog that cannot be bypassed.

Because of this limitations, we cannot guarantee that the timestamping certificates stored on
smart cards/USB tokens can be used by the Time Stamp Server.
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In some cases you might need to change the IIS Application Pool in order to use an account
with high privileges.

Filter: - W Go - %Sh:}wﬁ\ll Group by: Mo Grouping 2
Name Status  JNET CLR Advanced Settings ?
L} NET v2.0 Started 2.0
(5} NETv20 Classic  Started 2.0 4 (General)
Q.NEI' a5 Started Wil .MET CLR Version
@.NEI' vA5 Classic = Started Wi Enable 32-Bit Applications
[} Classic NET Ap... Started 2.0 Managed Pipeline Mode @ Built-in account
[} DefaulthppPool  Started a0 Name
[Dtsa Started 4.0 Queue Length | LocalSystem ~
[ tsa2 Started w40 Start Mode
@tt Started wa0 4 CPU () Custom account:
Limit (percent)
Limit Action
Limit Interval (minutes)
Processor Affinity Enabled
Processor Affinity Mask

Processor Affinity Mask (64-b
4 Process Model

[ Generate Process Model Event L

Identity ApplicationPoolldentity

ldle Time-out (minutes) 20

Idle Time-out Action Terminate hd
Identity

[identity Type, username, passwerd] Configures the application pool to run
as built-in account, i.e. Application Pool ldentity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.
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Copying certificates from Current User to Local Computer

Because IIS cannot access Current User Certificate Store, you can make available the same
certificate on Local Computer Certificate Store, as below:

- Open the Current User Certificate Store (Start-Run-certmgr.msc) and export the
public part of the certificate to d: \certificate.cer

- Open d:\certificate.cer and copy to Notepad (or other location) the certificate
serial number (e.g. 4e54c00056bbbff410)

- Open Command Prompt with Administrator rights

- Run the command: certutil -addstore -f "My" "d:\certificate.cer"
to import the certificate into Local Computer — Personal account. After this command, the
certificate is imported without the reference to the private key

- Run the command certutil -repairstore my "4e54c00056bbbff410" and
enter the smart card/HSM password if it is required. After this command the certificate is
correctly imported and the reference to the private key is established.

- Now the certificate is imported to Local Computer Certificate Store and ready to bse

used.
| i certmar - [Certificates - Current User\Personal\Certificates] n  Certificate
File Action View Help Canersl I Certification Path
:il Certificates - Current User I lssued To R —
- Fersonal 5] test sha256 token A
| Certificates i g sz .
: T_ s Resck CatiRcatiei At This certificate is intended for the following purpose(s):
rusted Root Certification Au
" : * Proves your identity to a remote computer
-l Enterprise Trust » Protects e-mail messages
B Concole] - [Console Rooi\Certificate i e = All issuance policies
ﬁ File Action View Favorites Window Help
-{;ll Ffé' 7 -{ = x j [ E o8
| Console Root “ || Issued To
E’ _ﬂp Certificates (Local Compute:]r} Etest ST Issued to: test sha256 token
v W enone., 2l localhost
| Certificates Issued by: test sha256 token
_| Trusted Root Certification Au
| Enterprise Trust
| Intermediate Certification Au Valid from 3/18/2021 to 3/18/2022
| Trusted Publishers | 7 You have a private key that corresponds to this certiﬁcate.l
_| Untrusted Certificates

3 Thicd Pach. Aect M et ia o
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Time Stamp Server Options
General Settings

Time Stamp Server has some additional settings available by following this link:
http://localhost/tsa/Configuration.aspx

Time Stamp Server Policy ID - Every Time Stamp Server must issue timestamps using a
Policy ID. You can set this field on the configuration by entering a valid Object identifier.

Time Stamp Request must include the current TSA Policy ID - If the requests sent by the
client not contains the TSA Policy ID, they can be rejected. The Time Stamp response will
contain the following error status message: "Invalid TSA Request. The TSA Policy ID is not
accepted by the TSA Server.".

Set Ordering to True - If the ordering field is present and set to true, every time-stamp token
can always be ordered regardless of the accuracy.

Time stamp request must include a Nonce extension - NONCE is used to detect replays
attacks. The TSA may reject the requests that not contain a NONCE. The Time Stamp
response will contain the following error status message: "Invalid TSA Request. NONCE field
must be set.".

Include whole chain on the Time Stamp Response - The TSA certificate is usually issued a
a Root CA. The time stamping response can contains the entire certificate path.

If the Time Stamp Server will be used for time stamp an important number of documents and
the size of each document should be small, disable this option.

Set Accuracy - By adding the accuracy value, an upper limit of the time at which the Time
Stamp Response has been created by the Time Stamp Server can be obtained. The accuracy
of the TSA server can be also set on the interface.

Log all the Time Stamp Responses

By checking Log all the Time Stamp Responses issued by the Time Stamp Server checkbox,
all Time Stamp Responses will be saved on a CSV file. If you are planning to issue more that
100.000 timestamps or the server speed is an important factor, use this option carefully.
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Include ESSCertIDv2 Attribute According to RFC 5816

In some cases, ESSCertIDv2 must be added as signed attribute on the Time Stamp
response.

ESSCertID provides a means based on the SHA-1 hash algorithm for identifying the
certificate used to verify the signature on a time stamp.

The use of ESSCertIDv2 aims to enable implementers to comply with policies that require
phasing out all uses of the SHA-1 algorithm.

In order to enable ESSCertIDv2 attribute, check the checkbox Include ESSCertIDv2 attribute
on the Configuration page.

Settings
Time Stamp Response Hash Algorithm: |SHF‘-.—512 v|
*Time Stamp Server Policy |D: |1.3.E.1.4.1.13T62.3 | (the default value is 1.3.6.1.4.1.13762.3. See

The policy field MUST indicate the Time Stamp Server policy under which the response was produced.

[] Time Stamp Request must include the current Time Stamp Server Policy ID

[_1Set Ordering to True (if the ordering field is present and set to true, every time stamp can always be ordered
[[] Time Stamp Request must include a Nonce extension (using a nonce always allows to detect replays. The Re
[JInclude whole chain on the Time Stamp Response (the Time Stamp Respense size will increase if the certific

Include ESSCertlDv2 attribute (include ESSCertlD or ESSCertlDv2 accoding to RFC 5816).

[]Set Accuracy (by adding the accuracy value, an upper limit of the time at which the Time Stamp Response ha:

] Seconds |0 Milliseconds 0 Microseconds
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Create an Administrator Account

On the default installation of the Time Stamp Server, the Administrator account is disabled so
the Time Stamp Server settings can be viewed and changed by anybody.

To enable the Administrator Account, manually create a file named authentication.sys on the
/settings directory and the Administrator Account will be enabled.

Attention: In order to create and use the Administrator account, the Time Stamp Server must
NOT be accessed from localhost (e.g. http://localhost/tsa/) but using the Internet name (e.g.
https://ca.signfiles.com/tsa/).

Time Stamp Server - Login

Create an administrator account

In order to acces the TSA Server configuration options, an adr

Username: | |

Password: | |

| Create Account |
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Time Stamp Server Audit Trail

All Time Stamp Server operations and errors are logged on the Audit Trail Page.
Also, the raw file log is available on the \settings\log.sys file.

Audit Trail

| Main Page | | Refresh | | Download as CSV |

No. Time

8/4/2015
1. 1:35:29
PM

8/4/2015
2. 1:42:19
PM

8/4/2015
3. 1:45:00
PM

8/4/2015
4. 1:47:06
PM

8/4/2015
5. 1:56:09
PM

8/4/2015
E. 2:06:16
PM

8/4/2015
7. 3:38:15
PM

8/4/2015
8. 3:39:50
PM

8/6/2015
5. 11:31:26
AM

8/&/2015
10.  4:17:25
PM

8/6/2015
11. 4:18:36
(= 0]

TSA Maodule

TSA_CERTIFICATE_CREATED

CREATE_USER

ISSUING_TSA_RESPONSE_ERROR

DELETE_USER

TSA_CERTIFICATE_CREATED

TSA_CERTIFICATE_CREATED

TSA_CERTIFICATE_CREATED

TSA_CERTIFICATE_CREATED

TSA_CERTIFICATE_CREATED

TSA_CERTIFICATE_CREATED

CREATE_USER

Message

The TSA certificate was changed with: 0=0rg, CN=Test TSA
Certificate - the certificate was loaded from a PFX file

The user user was added

User cannot be empty (invalid credentials).

The user user was deleted

The TSA certificate was changed with: C=91,

FINAMCE - the certificate was loaded froam a PFX file

The TSA certificate was changed with: 0=0rg, CN=Test TSA
Certificate - the certificate was loaded from a PFX file

The TSA certificate was changed with: C=1,
CN=no.1ltimestamp - the certificate was leaded from a PFX file

The TSA certificate was changed with: C=1,
- ance,
CM=no.1ltimestamp - the certificate was loaded from a PFX file

The TSA certificate was changed with: OU=0U,
O=0rganization, CN=New TSA Server - the certificate was
lzaded from a PFX file

The TSA certificate was changed with: C=ts, E=test@test.com,
OU=test, O=test, CN=test - the certificate was lcaded from a
PFX file

The user aa was added
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Time Stamp Server Client Authentication

The Time Stamp Server could issue Time Stamp Responses only if the user is
authenticated.

To allow only authenticated users to access the Time Stamp Server, check Only
authenticated users can obtain a Time Stamp Response from this server checkbox on
configuration page and add users on the list by pressing Manage Users button.

Authentication

] Only authenticated users can obtain a Time Stamp Response from this server
If this checkbox is not checked, the Time Stamp Server will always send the Time Stamp

Manage Users

If the program has an option to enter the username and password, fill the fields with the
proper values.

Attention: If this option is not available or the program not accept basic authentication (like
Adobe Reader), the Time Stamp Server can be accessed like this:

http://localhost/tsa/get.aspx?u=username&p=passwd

If an invalid user will acces the Time Stamp Server, the following error codes will be returned:
0 - “Operation OK” (everything was OK, the response is correct)

2 - “User cannot be empty (invalid credentials)” - Invalid credentials to login to the TSA server.
2 - “User not exist (invalid credentials)” - Invalid credentials to login to the TSA server.

2- "User is not active."

2-"Incorrect password (invalid credentials)." - Invalid credentials to login to the TSA server.
2- "Not enough time stamp requests."
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For authentication, Time Stamp clients like .NET Digital Signature Library SDK or PDF Signer
send the username and the password as for HTTP Basic Authentication.

For this reason, the basic authentication must be disabled on IS like below because the
verification of the username and password will not be done by the IIS but by the TSA Server

internal engine.

Authentication:
] allow Anonymous Access
[ |Enable Integrated Windows Authentication

["|Enable Basic Authentication

Authentication on webserver

9 Authentication

Group by: Mo Grouping =

Mame : Status Response Type
Ancnymous Authentication Enabled
ASP.MET Impersonation Enabled

Authentication on IIS
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Timestamp a File Directly From the Time Stamp Server

In order to manually time stamp a file, go to http:/localhost/tsa/ApplyTimestamp.aspx and
select the file that must be timestamped.

@ http://localhost/tsa/ApplyTimestamp.aspx

File Edit VWiew Favorites Tools Help
i

Time Stamp Server - Apply Timestamp

Time Stamp a File

Select the file that you want to timestamp:

Response status: 0; Response message: Operation Okay

Is TSA Response valid: True

Time Stamp Generalized Time (UTC): 9/30/2015 11:11:30.189ms
Serial number: 635792190901894688

Honce: 635792190901244161

Is ordered: False

Hash algorithm: sha1

TSA Policy: 1.3.6.1.4.1.13762.3

Download the Time Stamp File

Main Page | | Apply Timestamp
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Verify the Time Stamp Server

After all customizations are made, you can test the Time Stamp Server configuration by
pressing Run a Test button available on the Configuration page.

Time Stamp Server - Configuration

Timestamping Digital Certificate

The Time Stamp Server is ready to be used

If the certificate is not correctly installed, you will get an error like below. On this case you
must reinstall/reissue the certificate or to check the user rights (see the section Select the
Timestamping Certificate from Microsoft Certificate Store).

Time Stamp Server - Configuration

Time stamping test error: Digital signature cannot be created: Object reference not set to an instance of an object.; Key does not exist.

The private key of the certificate is not accessible and it cannot be used.

Time Stamp Server - Configuration

Time stamping test error: Digital signature cannot be created using a CNG certificate: Keyset does not exist

The private key of the certificate is not accessible and it cannot be used.
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Time Stamp Client Application

After all necessary customizations are made, the Time Stamp Server is now available at this
link: http://localhost/tsa/get.aspx

A simple Time Stamp Client is avaliable on the TSAServer.zip archive (\Utils\Time Stamp
Client).

Using this client you can simply test the connection, speed and the Time Stamp Server
settings.

Tire Stomp Verer

Time Stamp Response Information

Response Code : 0
Select the orginal file: Fiesponse Texd:
TSA Server Name: Your Time Stamp Server
| .| |Diestia Server Policy: 1.3.6.1.4.1.13762.3

TSA Time: 9/30/2015 2:05:21 PM

Hash Alg. (TSA Response): sha2bb

Hash Alg. (TSA Request): sha2s6
Select the associated timestamp file (tsr): Serial Number: 635792187210605637
Accuracy: Unavailable

|D:\test.t:d.t5r ls Ordered: False
Monce: Unavailable

Tiemstamp Verfication Result
Original document hash: 68-87-87-08-FF-14-4C-50-2C-7F-5C-FF-AA-FE-2CL5-88-D8-60-75-F5-DE-88-30-4C-26-B0-CB-55-CE-51Ch
T5A Response hash: 68-87-87-D8-FF-14-4C-50-2C-7F-5C-FF-AA-FE-2C-CE-88-D8-60-75-F3-DE-38-30-4C-26-B0-CB-95-CE-91CE

Hash algorthm: shaZs6
Validation result: The timestamp associated with the source file is valid.

Timestamp date (MM./dd Aryyy): 09/30/2015 14:05:21 (.06 millzeconds)
The TS5A certificate is not revoked

Timestamp Check || Exit |

Verify a Time Stamp Response Against the Source File
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To verify a Time Stamp Response, go to http://localhost/tsa/Verify.aspx and select a response
file generated by the TimeStampClient application.

@ nttp://localhost/tsa/Verify.aspx

Eile Edit View Favorites Tools Help

=

Time Stamp Server - Timestamp Verification

Verify a Time Stamp Response File

Time Stamp Response file:

Response status: 0; Response message: Operation Okay

Is TSA Response valid: True

Time Stamp Generalized Time (UTC): 9/30/2015 11:5:21.60ms
Serial number: 635792187210605637

Is ordered: False

Hash algorithm: sha256

T5A Policy: 1.3.6.1.4.1.13762.3

Download the Time Stamping Certificate

Main Page | | Verify |

Verifiy a Time Stamp Response File
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Time Stamp Server Registration

On the demo version, the Time Stamping Server can be used 45 days.

@ http://localhost/tsa/Default.aspx

File Edit View Favorites Tools Help

W

Time Stamp Server - Main Page

Status Info

License Status: The trial version will expire in 45 days

Time Stamp Server is MOT registered. Register Now Buy a license

Time Stamp Server Version: 3.1
Time Stamp Server Address: http://localhost/tsa/get.aspx

Humber of Time Stamp Responses issued: 3

To register the Time Stamp Server you must buy a license. More information can be found on
the product main page.
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When you get your Registration Code, it must be entered on the Registration page:

& http://localhost/tsa/Registration.aspx

File Edit View Favorites Tools Help
W

Time Stamp Server - Registration

Time Stamp Server is MOT registered.

Enter the registration code: |<your license codel ® | | Register Now

Buy a license

After you have entered the Registration Code and the button Register Now is pressed, the
unregistered version of the Time Stamp Server will be replaced by the registered version.

@ http://localhost/tsa/Default.aspx

File Edit View Favorites Teools Help
=

Time Stamp Server - Main Page

Status Info

License Status: Registered Version
Time Stamp Server Version: 3.1
Time Stamp Server Address: http://localhost/tsa/get.aspx

Humber of Time Stamp Responses issued: 3
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Time Stamp Server Time Source

Time Stamp Server uses as time source the IIS server machine time so be sure that the
local time is synchronized with a time server.

You may use the Domain Controller clock if the server is a member of Active Directory or you
may use an application that will do this for you.

A time synchronizer application is available free of charge at this link:
https://timesynctool.com/

The product might needs a (S)NTP connection so UDP/123 port must be opened.

Metwork Time

Tirme: 10072011 5:25:25 PM

Last Atternpt: 100772011 5:24:45 P

Last Sync: 10072011 5:24:47 PM -725ms
Mext Attempt: 11h 59m 23z

Time iz synchronized.
Maode; Standalone Application

Individual Time Servers:

Server Mame Status Offzet Lag Last Errar

0.nettime pool rtp.org Good -T25ms 20ms=
1.nettime poolrtp.org Mot Used
2. nettime pool ftporyg Mot Lsed
3.nettime pool ntp.org Mot Lsed

Last Error: Mone

poweton] (S ]
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Timestamp Validation in Adobe

Usually, the Timestamping certificates are issued by a Root CA (Certification Authority).

If the Root CA that issued the Timestamping certificate is not included in Adobe Trusted
Identities, the timestamp is considered "unverified" (but NOT invalid) when the document is
opened in Adobe Reader.

This behavior has nothing to do with the Time Stamp Server but with the Adobe
certificate validation procedure.

The user can validate the signature if the Root CA is already installed on Microsoft Certificate
Store.

As an alternative, the recipient must manually add the Root Certificate of the signing
certificate on Adobe Trusted ldentities.

An Adobe Timestamp is a subsequent signature added to the PDF signature so to validate an
Adobe Timestamp, follow the instructions available here: Validating Digital Signatures in
Adobe

@ Signature is VALID, signed by Test Certificate <email@email.com.

Signed by: iTest Certificate < email@email.com: Show Certificate...

Beason; I

Signing Time: ilﬂ14f12fﬂ2 12:51:18 +02'00" Location:

Validity Summary

% The Document has not been medified since this signature was applied.
% The decument is signed by the current user,

@ The signature includes an embedded timestarnp but it could not be verified.

The Time Stamp Response is considered "unverified”
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